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Surviving Data 
Breaches



Agenda
• Data Breaches in the news
• Data breaches – the Bad, Ugly and Truth
• Cost of a data breach
• Minimising cost of data breach
• PoPIA – where are we
• Bureau PoPIA journey
• Cybersecurity 
• Bureau Warden
• Building Cyber security into your business
• Data Compromise – legislation
• Organisational Compromise Measures
• Data Compromise Plan
• Data Compromise Notification





IBM Security  - Cost of a Data Breach report 2021
• 10% increase in average cost of a breach , 2020 – 2021
• R16.1m cost difference where remote work was a factor in causing the breach
• 11 consecutive years healthcare had the highest industry cost of a breach
• 38% lost business share of total breach cost – average R24m business lost
• R2700 per record cost of personally identifiable information
• 20% of breaches initially caused by compromised credentials
• 287 days average to identify and contain a data breach
• R69.5m total cost of ransomware breach – excl ransom cost
• R26.4m cost difference where mature zero trust was deployed vs no zero 

trust

Data Breaches- the bad, the ugly and the truth



Cost of a Data Breach

Cost typically made up of 4 cost centres:

• Detection and escalation
• Forensic & investigative activities
• Assessment & audit services
• Crisis Management
• Communications to executives and boards

• Notification
• Determination of regulatory requirements
• Communication with regulators
• Engagement with outside expert
• Emails, sms, Letters, calls or general notice to data subjects



Cost of a Data Breach

• Lost business
• Business disruption & revenue losses from system downtime
• Cost of lost clients and acquiring new clients
• Reputation losses and diminished goodwill

• Post breach response
• Helpdesk and inbound communications
• Credit monitoring and ID protection services
• Issuing new accounts or credit cards
• Legal expenditures
• Product discounts
• Regulatory fines



Average total cost of data breach by Country



Average total cost of data breach by Industry



Average total cost & frequency by 
initial attack vendor





Recommendations to help minimize financial 
impact of a data breach

• Invest in Information Security System
• Adopt a Zero trust security model
• Stress test your incident response plan to increase cyber resilience
• Use tools that help monitor endpoints and remote employees
• Invest in governance risk management and compliance programs



• Effected 1 July 2021
• What should have been done by now:
• Information Officer Should be registered with IR. 
• Completed an Information Impact Assessment.
• Reviewed/amended all contracts with Clients, Suppliers and Operators.
• Dispatched/Display Information Privacy Notices to Data Subjects on 

processing of their data.
• Developed and implemented appropriate Policies.
• Trained employees on PoPIA, Policies and Procedures.
• Updated and display your PAIA manual on website and 

have copy available at office.

POPIA – Where are we?



• Code of Conduct
• Code of Conduct submitted to IR - 15 Mar 2021.
• Following publication – public comments not accepted.
• New code drafted - comments from IR and Public addressed.
• New Code submitted - 15 Sept 2021
• Prior Authorisation backup plan.

• Code of Conduct vs Prior Authorisation
• Guidelines

• Bureau data sources
• POPIA vs NCA
• Minimum standards for Info security
• Data Compromise Protocol
• Paper on S23 Information Requests 

Bureau POPIA Journey



Cyber Security 
for the 

Rest of Us
Measuring Cyber Security Resilience 

without the Jargon



Cyber Security is a Journey

● Cyber Security is a continuous journey
○ We will never be done - we will be doing security forever

● It’s about measuring, recording, adapting, improving and repeating
○ We need to test (measure) how well we do things, we need to keep records of what we have done, we need to change as 

the threat landscape changes, we need to learn and become better at security, and we need to be able to repeat our 
successes

● We need to demonstrate diligence in an auditable manner
○ Auditors need to be able to see what we did, how we did it, and what repeatable processes are in place to ensure it was 

done right

● We need insight into operations and processes
○ In order to improve and adapt we need to know how we perform all business processes.

● What we cannot measure we cannot improve



Measuring Leads to Improvement

When we measure we:
● Gain insight into our operations
● We record auditable evidence
● We demonstrate compliance and diligence
● We discover our own weaknesses first
● We provide a framework to build our capability



Lessons we learned
● We did a lot of things right - but we had no records

○ We did updates, pentests, we scanned for vulnerabilities - but we did not record we did it

● We did a lot of things sporadically
○ Some weeks we forgot to do patches
○ We did not check our antivirus often enough

● You don’t know what you don’t know
○ By informing ourselves and our clients and partners about cyber security events we learned more

● We learned but did not adapt and improve
○ Without a framework to record our lessons and grow our capabilities we did not keep adapting and 

improving



Introducing Warden
How we solved our auditing and recording problems

Warden is the Credit Industry Cyber Security Management Tool
● Designed to record and audit security measures and track improvement and diligence over time

○ Build capability within the organisation
● Designed for people of all departments. Provides auditable metrics without imposing additional 

paper-work on staff.
○ We already do the work - recording the outcome takes a few minutes and builds a history of diligence!

● Offers Risk Management with a Strong Focus on auditing
● Provides a framework in which cyber security can be presented to all management levels

○ Security can never work in an organisation where the Executive are not part of the process and committed.
● Cross departmental focus that eliminates “IT Jargon” and brings security to 
business operations

○ Makes everyone a part of the process! 
● Designed to support auditors by empowering all staff to record their business
tasks



Risk Focused Approach to Cyber Security
● Focusing on Risks allows business to approach cyber security by 

concentrating on key concern areas
● Risks are easier to conceptualise across all business units

○ We present risks from a business perspective and can drill down to the “IT level” as required.
● Risks speak the “language of business”

○ Risks disrupt business - therefore risks need to speak in terms of business risks
● Risks can be weighted by likelihood and also by severity
● A risk based approach makes cyber security company culture and not an 

“IT thing” 
● Risks can be associated to costs and income to help determine if we need 

to:
○ Accept
○ Mitigate
○ Transfer
○ Avoid



Warden is Risk Focused
Displaying, monitoring, mitigating and recording evidence on risks is simplified and 

transparent



Controls
Controls are actions we take that mitigate risks



Creating strong business processes:

● Promotes organisational maturity
○ Documented processes that are repeatable are a sign of a mature organisation

● Reduces errors (which in turn reduces risk)
○ If people know the proper way to perform a task left is left to chance and last minute rush

● Improves efficiency
○ We do not need to reinvent the wheel each time

● Ensures everyone knows what to do and how to do it
● Improves succession planning
● Reduces stress and frustration

○ No last minute panic to get something done and no one knows how!
● Provides protection against external shocks (like the Pandemic!)
● Keeps the auditors happy  :D

Warden Integrates Business Processes
By integrating business processes, we can link to risks and controls.



Warden Brings Processes to People



Business Processes Live and Breath
Not left in a drawer to be dusted off once a year for an auditor!



Make Audits Visible and Simple!



Improve Communications and 
Drive Compliance



Security Awareness is Crucial
● Security Awareness trains people to 

recognise threats
● People are the easiest way for a hacker to 

get past security
● New threats are more and more 

sophisticated
● Last year’s training does not meet this 

year’s threat - training needs to be 
continuous

● We need to be able to demonstrate 
training is done



Incorporate Security Awareness
And create auditing evidence from day 1!



Building Cyber Security into Your 
Business

● Cyber security is difficult. Attacks are growing in complexity and in volume. More 
and more companies are suffering loses through the use of ever increasing cyber 
competency among hackers.

● IT cannot win the war alone - we are underfunded and under resourced.
● Business has a role to play in cyber security - and business wants to reduce risk 

and improve efficiencies and improve profit.
● Centralised, auditable, visible and integrated cyber security that reduces friction 

and improves awareness to all business levels is the best approach. It 
demonstrates to regulators that we are committed to security, that we practice 
what we preach, that we apply our minds and that we are diligent. 

● And we can prove it!



Data Compromise - Legislation

• The National Credit Act 34 of 2005
• Section 68(1) creates an obligation on persons to protect 

information.
• Regulation 18(1) creates an obligation on persons to ensure that 

records remain confidential and secure and, that it is protected 
against …… unlawful intrusion and unauthorised loss, disclosure 
or access…



Data Compromise - Legislation
• The Protection of Personal Information Act 4 of 2013 
• Section 19 requires a responsible party to secure personal information in 

its possession or under its control by “taking appropriate, reasonable 
technical and organisational measures” to prevent the loss, damage or 
unauthorised and unlawful access to personal information.

• Section 21(2) stipulates that an operator must immediately notify the 
responsible party where there are reasonable grounds to believe that 
personal information has been compromised.

• Section 22 prescribes the notification requirements to be followed by a 
responsible party where there are reasonable grounds to believe that 
personal information has been compromised. 



Organisational Compromise Measures

• Information Impact Assessment
• Prepare and implement Policies.
• NB. Ensure Policies are fully implemented.
• Comprehensive Information Security Policy.

• Continuous employee training.
• Monitoring of Organisational Security Controls and Processes.
• Ex: Audit compliance with contractual covenants.
• Ex: Require operators to complete Security Questionnaires. 

• Prepare Data Compromise Plan



• Appoint response team.
• Identify service providers who may assist

• Media Consultant
• Cyber Security Specialist
• SMS or E-mail service provider

• Insurance

Data Compromise Plan Prep



• Step 1. Investigate:
• Confirm Compromise.
• Identity of Data Subjects
• Classify  Compromise:
• Severity of the Breach
• Sensitivity of Information
• Volume of information
• Risk posed to Data Subjects

Data Compromise Plan



• Step 2. Notify
• If Operator inform Responsible Party
• If Responsible Party 
• Inform IR
• Inform other authorities (SAPS)
• Inform data subjects

• Notify other stakeholders – manage reputational risk.

Data Compromise Plan



• Step 3. Mitigate
• Address the cause of the breach.
• Determine how you can mitigate the impact of the 

breach on the data subject. (SAFPS Protected Person 
database, training material).

Data Compromise Plan



Data 
Compromise 

Notice









Data Compromise Notification
• IR provided the perfect precedent.
• Notification:
• Brief description of incident and the number of data subject(s) 

whose personal information has been compromised.
• The date of the security Compromise.
• The identity of the unauthorised person who may have accessed or 

acquired the personal information (if known).
• The categories of personal information that may have been 

accessed or acquired unauthorised person.
• Whether the notice was delayed as a result of a law enforcement 

investigation.
• Description of the possible consequences of the security 

compromise.



Data Compromise Notification
• Description of the measures that the organisation intends to take 

or has taken to address the security compromise and to protect 
the personal information of the data subjects from further 
unauthorised access or use.

• Advice or recommendation with regard to the measures to be 
taken by the data subject to mitigate the possible adverse effects 
of the security compromise.

• Contact information Organisation should the data subject require 
any further assistance.

• Contact information of the Information Regulator should the data 
subject require any further assistance.



Questions and Answers

Marina Short        CEO
Alain Craven          CIO
Stephen Lindsay   CLO




